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About this Document

• The CISO Support WG has published two books, "The CISO Handbook" and "Security Strategies for CISO," 
to provide guidance and tools for CISO in their work.

• The CISO Handbook focuses on what a CISO should do as a management team member and provides a 
practical guide. In addition, it is an attempt to help management understand how to leverage the CISO 
and to show what management should accomplish with the CISO.

• "Security Strategies for CISO" is themed on DEBUGGING security measures, positioning events as inputs, 
information to be disclosed as outputs, and security measures as processes. It is also an attempt to 
incorporate the contents of the CISO Handbook into specific cases.

• This document introduces the essential content described in "The CISO Handbook" , discusses the gap 
between CISOs and security professionals based on findings since publication, and provides a springboard 
for training CISO.
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When I was in the position of business manager, I couldn't find any
resources on business execution.
• Management books≒ Success stories or Method
• Book of Management≒ General Affairs Management
• No materials from the viewpoint of the business executors.

Information Security Strategies for CISO
~ Work backwards from the crisis and attack.
Masakazu Takahashi (Author) 
JNSA CISO Support Working Group (Cooperation)

Publisher : Gijutsu-Hyohron Co.
Release date : 1/21/2023
Book (softcover) : 200 pages
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The Handbook is not bad, but difficult to deploy in practice
by WG member

Content aimed to complement the handbook
• From comprehensiveness to specific scenarios
• From development to evaluation and communication
• I know to I can do it.

© 2023-2024, JNSA CISO Support Working Group

"CISO Handbook - Practical Guide to Information Security for Business Execution" (Gijutsu Hyoronsha)
https://qiita.com/plus_sum/items/3d62e97e3716ac4154aa



© 2023-2024, JNSA CISO Support Working Group

CISO Handbook Table of Contents

1. information security 
objectives 

2. Information Security
Management Fundamentals

3. Basic Management 
Indicators

4. Information security
indexation

5. Monitoring and evaluation 
methods

6. Information Security Audits

7. Information Security
architecture

8.DX and Information Security

9. Cloud First
Information Security

10. Information Security
Incident Response and 

Reporting

11. Product Selection and
Vendor Selection

12. responsibilities and tasks 
of the CISO

13. as a member of the 
management team

Expectations of CISO

A. Business Plan

B. CISO Dashboard

D. Security measures
Estimation of Effectiveness

C. Standardization and 
Automation Flow

E. Need to Know Revisited

F. Security after the new 
coronavirus

G. Security
Incidents

H. Information Rating


	CISO Handbook
	Slide 1:  Business Perspective on Cyber Security from the CISO’s perspective   CISO Handbook  A Practical Guide to Information Security for Business Execution
	Slide 2: Copyright and License
	Slide 3: About this Document
	Slide 4: CISO Handbook
	Slide 5: CISO Handbook Table of Contents


